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1 Basic Philosophy on Risk Management

2 Risk Management Structure

Reducing various risks surrounding a company is indispens-
able in averting any damage to its corporate value. Even so, 
strengthening the company’s risk management structure 
ensures a robust corporate foundation and contributes to 
the enhancement of its corporate value. As the trust bank 
group which boasts the largest scale and the highest sta-
tus in Japan, SuMi TRUST Group regards the development 
of a risk management system suited to the characteristics 
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Risk Management

of its operations and environmental changes as one of the 
most important management issues it faces. Accordingly, 
SuMi TRUST Group is making constant efforts to enhance 
and advance its risk management, which forms the basis of 
operations that support business expansion and sustainable 
growth of SuMi TRUST Group.

The roles and responsibilities of the management structure 
and principal departments related to risk management are 
as follows.

The Responsibilities and 
Roles of Each Governing Body
1)  The Board of Directors formulates policies on the iden-

tifi cation, assessment, monitoring, control and reduction 
of risks, formulates management plans that include the 
Risk Capital Allocation Plan and Risk Management Plan 
and informs SuMi TRUST Group of the plans. The Board 
also builds an appropriate reporting system and grants 
the necessary authority for it, among other efforts.

2) The Executive Committee, pursuant to the policies set forth 
by the Board of Directors, approves arrangements for the 
identifi cation, assessment, monitoring, control and reduc-
tion of risks and develops systems to enable the implemen-
tation of such arrangements, among other efforts.

3) The front offi ces, pursuant to the Risk Management Rules 
and other related risk management regulations, accu-
rately recognize risks and conducts operations including 
practicing appropriate controls commensurate with the 
size and characteristics of the risk with the goal of ensur-
ing the effectiveness of risk management.

4) The risk management-related departments develop 
and implement risk management processes including 
the identifi cation, assessment, monitoring, control and 
reduction of risks under their control. To achieve effec-
tive checks on the front offi ces, the risk management-
related departments plan and promote risk management 
systems by monitoring the risk status and risk manage-
ment activities of the front offi ces and by making reports 
to management periodically or as necessary.
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Multi-tiered Risk Management
SuMi TRUST Holdings has adopted the Three Lines of 
Defense model as a risk management system. This enables 
risk-taking with the goal of achieving the profi t plans of each 
business based on company-wide business strategies. The 
system also allows for appropriate revisions to the business 
model in line with changes in the risk status and implements 
appropriate responses in emergency situations.

The Three Lines of Defense comprise the following.
(i) First Line of Defense (Risk-taking)
• The fi rst line of defense assesses risks and the situation at 

hand based on knowledge of services and products.
• In the event that a risk materializes, the fi rst line of defense 

responds promptly on the on-site level and implements 
recovery measures.

(ii) Second Line of Defense (Risk Governance)
• The second line of defense identifi es and evaluates 

company-wide risks and monitors and controls the 
determined risk limits.

• The second line of defense formulates recovery strategies 
when risks materialize.

(iii) Third Line of Defense (Risk Assurance)
• The third line of defense verifi es the appropriateness of risk-

taking and risk governance.

Under this system, each line is monitored and controlled 
by high-level bodies, i.e. various committees, the Executive 
Committee and the Board of Directors.

3 Risk Management Operations
Types of Risk
SuMi TRUST Group classifi es risk categories by causes of the 
risks it faces in its management as a whole into “credit risk,” 
“market risk,” “funding risk” and “operational risk.” SuMi 
TRUST Group manages these risks in accordance with their 
respective characteristics.

Risk Management Methods
SuMi TRUST Holdings has established a department to 
supervise the overall group risk management and monitor 
the risk status of SuMi TRUST Group as a whole, and has 
designated other risk management-related departments 
to supervise risk management for each risk category. These 
departments provide appropriate supervision of and guid-
ance to group companies as needed.
 SuMi TRUST Holdings has also established Risk 
Management Rules covering the basic points of risk man-
agement for SuMi TRUST Group as a whole. It has clarified 
the authority and organizational structure so that it can 
appropriately perform a series of activities, which include 
the identification, assessment, monitoring, control and 
reduction of risks. SuMi TRUST Holdings has also created 
risk management policies and plans (the Risk Management 
Plan and the Risk Capital Allocation Plan).
 Group companies develop appropriate risk management 
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systems suited to the characteristics of their own operations 
and risks, based on SuMi TRUST Holdings’ policy concern-
ing risk management.

Integrated Risk Management and 
Risk Capital Allocation
(1) Enterprise Risk Management and Integrated Risk 

Management (Economic Capital Management)
SuMi TRUST Holdings manages various risks in SuMi TRUST 
Group and comprehensively measures risks unique to SuMi 
TRUST Group’s organization which each group company 
cannot recognize alone, such as the spread of risks within 
SuMi TRUST Group. It manages these risks by comparing 
them with SuMi TRUST Group’s overall financial strength 
(Enterprise Risk Management).
 In addition, among the risks subject to the Enterprise Risk 
Management, SuMi TRUST Holdings combines risks which 
are quantifiable with a unified criteria such as the integrated 
VaR*, and manages these risks by comparing them with 
SuMi TRUST Group’s overall financial strength, which is indi-
cated by its capital efficiency (Integrated Risk Management).

* Value at Risk (VaR): Risk amount measurement indicator. The maximum amount of loss 

anticipated within a certain period (the holding period) within the range of certain 

probability (the confidence interval). SuMi TRUST Holdings is applying a measurement 

with a one-tailed confidence interval of 99%.
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(2) Risk Capital Allocation Operations
For the purpose of the SuMi TRUST Group’s capital allo-
cation operations, SuMi TRUST Holdings assesses capital 
adequacy level, in consideration of the external environ-
ment, risk-return performance status, strategic targets, 
and the results of its stress test, and allocates capital of 
the SuMi TRUST Group to each group company based on 
its risks (credit risk, market risk, and operational risk). The 
risk capital allocation plan is subject to the approval of the 
Board of Directors.
 Each group company operates its business in compliance 
with the allocated amount of risk capital (risk capital). The 
risk management supervision department monitors adher-
ence to the allocated risk capital (risk capital) and the risk 
amount status on a monthly basis and reports to the Board 
of Directors and others. 
 The risk capital allocation plan is reexamined semiannu-
ally, and also whenever deemed necessary due to modifi ca-
tions to the business plan of any one of the group companies 
or changes in risk status, etc.

and reports to the Board of Directors and others.
 The SuMi TRUST Group assesses capital adequacy level 
multilaterally by establishing multiple defi nitions of capital 
and risk as follows. 
 From the viewpoint of ensuring business continuity, the 
SuMi TRUST Group assesses the capital adequacy level by 
comparing the amount of risk with a confi dence interval of 
99% with the regulatory required Common Equity Tier 1 cap-
ital (allocation fund). Also, from the viewpoint of depositor 
protection, it compares the amount of risk with a confi dence
interval of 99.9% and the amount of risk with a confi dence 
interval of 99% after the consideration of stress events with 
the regulatory required total capital.

Capital Allocation Scheme

Capital and Risk Capital
(within a 99% confi dence interval, 1 year holding period)

Each group company operates 
its business so that the risk 
amount stays within the scope 
of allocated capital
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(4) Stress Testing
It is becoming increasingly important to develop and review 
countermeasures beforehand, against contingencies such as 
a fi nancial crisis. These measures should be based on prior 
analysis and recognition of the impact on corporate man-
agement and fi nance, in the event of materialization of the 
stress event. 
 The SuMi TRUST Group conducts stress tests under the 
risk capital allocation plan (economic capital) and the capi-
tal adequacy ratio plan (regulatory capital), and utilizes the 
result for purposes including assessment of capital ade-
quacy levels and development of countermeasures against 
the occurrence of the risks (contingency plan) when formu-
lating management plans.

(3) Assessment of Capital Adequacy Level, 
  Capital Strategy
The capital management departments assess the level of 
capital adequacy from the viewpoint of soundness each time 
a risk capital allocation plan is formulated or reexamined, 
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• The framework of Stress Testing
The Stress Scenarios Review Committee, whose members 
include offi cers, select conclusive scenarios to be used for 
formulating plans. These are based on a review from the 
viewpoints of probability of occurrence as well as the impact 
to the SuMi TRUST Group. The scenarios are developed 
by the Research Department and the Risk Management 
Department. Some assume the recurrence of an event that 
actually took place in the past 10 to 20 year period with sig-
nifi cant impact on SuMi TRUST Holdings’ portfolio (histori-
cal scenarios) and forward-looking scenarios (hypothetical 
scenarios) with relatively high probabilities of occurrence 
depending on the market environment with signifi cant 
impact on the corporate management. 
 After estimating amount of loss in the event of occur-
rence of risks is calculated based on the selected scenarios. 
This loss is reported to the Board of Directors and others 
along with an assessment of its impact on the level of capi-
tal adequacy.

Fostering a Risk Culture
SuMi TRUST Group recognizes that its social responsibil-
ity involves building on its “Trustee Spirit” and utilizing its 
signifi cant expertise and comprehensive capabilities to cre-
ate distinct value through a new business model that fuses 
the banking, asset management and administration and real 
estate businesses. To this end, SuMi TRUST Group has set 
forth its Management Principles (“Mission”), Ideal Model 
(“Vision”) and Codes of Conduct (“Value”).
 SuMi TRUST Group defi nes “risk culture” as the basic 
concept of adhering to various rules such as laws, regula-
tions, market rules and internal company rules, in addition 
to conformity to social norms. This culture assumes appro-
priate risks based on the management policy and business 
strategies from the standpoint of securing appropriate earn-
ings to the extent allowed by SuMi TRUST Group’s fi nancial 
capabilities, as well as managing such earnings and risks.
 To foster and fi rmly establish the risk culture, efforts are 
being made to share and communicate this concept among 
offi cers and employees. The activities include regular mes-
sages from top management, compliance seminars, various 
meetings and e-learning.

Response to ESG Risks
The need has become greater than ever before for compa-
nies to step up their responses toward environmental, social 
and governance (ESG) risks, as companies are increasingly 
being required to be mindful of sustainability issues. While 
certain items under ESG risks overlap with operational risks 
(see page 86), these risks also contain new themes never 
perceived before. Consequently, in December 2013, SuMi 
TRUST Group established the ESG Risk Response Project 
Team (sponsored by the CSR Promotion Offi ce), which is 
jointly engaged by related departments and has been dis-
cussing many facets of ESG risks. Progress was made in 
FY2015 in the following initiatives, which grew out of discus-
sions by the ESG Risk Response Project Team.

Stress Test Framework

Report to the Board of
Directors and others

Development of management plans based on
the report on the assessment results

Formulation of
draft scenarios

Assessment of
financial impact

Calculation of financial impact in the event of occurrence 
of the selected scenarios 
Implementation of the assessment of 
capital adequacy levels and others

Review and selection
of scenarios

Deliberation and selection of scenarios at the Stress 
Scenario Review Committee with membership 
including officers

Candidate scenarios including the historical scenarios
based on the past events and the hypothetical 
scenarios based on the prospective future events

(5) Capital Adequacy Status
Under the risk capital allocation plan, against total capital of 
¥2,843.5 billion (Common Equity Tier 1 capital of ¥2,065.1 
billion) of SuMi TRUST Holdings on a consolidated basis, the 
allocated risk capital (risk capital) is ¥1,489.9 billion. Risk cap-
ital actually used (risk amount) is ¥998.8 billion. In addition, 
the balance between total capital (risk capital) and allocation 
fund, about ¥1,353.6 billion, is at a suffi cient level according 
to the results of stress tests.

(6) Upgrading of Integrated Risk Management and 
     Capital Management Systems
The SuMi TRUST Group will continuously verify the scope of 
risk to be managed, risk measurement methods, risk capi-
tal allocation methods, capital adequacy level assessment 
methods, etc., so that integrated risk management and cap-
ital management will be more effective, and will strive to 
improve and upgrade the systems.

The CSR Promotion Offi ce holds global CSR meetings with 
related departments on a monthly basis to gather the latest 
ESG-related information being discussed around the world. 
The Offi ce utilizes this information to grasp potential ESG risks.

Becoming a signatory 
to the Equator 
Principles

Responding to ESG risks in project fi nance, 
etc. (see page 91)

Preparation of the 
overseas application 
handbook

Summary of unique customs and human 
rights issues which overseas offi ces need to 
be aware of (see page 103)

Identifi cation of 
materiality

Identification of important ESG items that 
take into account the risks of SuMi TRUST 
Group as a whole (see page 6)
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Management Status of Individual Risks

Credit Risk

Defi nition
Risk that the Group incurs losses due to the value of an asset (including off-balance sheet assets) decreasing or impairing owing to such reasons as 
deterioration in the fi nancial condition of an obligor. Of this, “country risk” in particular means risk that the Group incurs losses on credit provided 
overseas, due to foreign exchange, political and economic conditions of the country of the obligor.

Basic policy

• A credit risk management system and an asset evaluation management system are developed to ensure the soundness and adequacy of credit-
related operations, in accordance with established basic policies on Group-wide credit risk management. Meanwhile, we are dealing with obligors, 
based on the understanding that it is critical to keep informed of the obligors’ actual business status and provide them with management consulta-
tion and guidance along with assistance for business improvement initiatives, in an effort to mitigate credit risk.

• Likewise, the affi liated banks engage in appropriate credit risk management based on risk management systems established in accordance with the 
aforementioned basic policy.

Risk 
management 
system

• The Risk Management Department is designated as a department responsible for credit risk management at SuMi TRUST Holdings and engages in moni-
toring and analysis of the credit risk status across the Group. The department also provides supervision and guidance to affi liated banks and companies.

• The Risk Management Department is designated as a department responsible for credit risk management at affi liated banks as well, while the credit super-
vision departments, the departments responsible for problem loans management, and the departments responsible for asset evaluation/management are 
designated as departments responsible for credit risk-related management.

Risk 
management 
method

• An obligor’s business status is managed on a consolidated basis across the Group. Not only loans but also assets and off-balance sheet assets as-
sociated with credit risk are managed on an integrated basis.

• Credit risk is evaluated and measured using criteria including credit ratings, while credit risk is adequately controlled through measures such as the 
imposition of risk limits and management of concentrated credit risk. The status of credit portfolio (concentration of credit to certain industry sectors 
or specifi c groups) is also adequately grasped and controlled.

Operational Risk
Defi nition Risk that the Group incurs losses resulting from inadequate or failed internal processes, people and systems or from external events.

Basic policy

• Adequate operational risk management is in place, commensurate with the scale and characteristics of business activities and risks, based on the 
recognition that operational risk is an inevitable risk associated with business execution, to ensure the soundness and adequacy of business activities, 
in accordance with established basic policies on Group-wide operational risk management.

• Our affi liated banks also engage in operational risk management in accordance with risk management policies established on the basis of the afore-
mentioned basic policy.

Risk 
management 
system

• The Risk Management Department is designated as a department responsible for overall operational risk management at SuMi TRUST Holdings, 
while departments responsible for business processing risk and system risk are separately designated.

 The Risk Management Department also engages in monitoring and analysis of overall operational risk status across the Group, while providing supervision 
and guidance to the affi liated banks.

• Likewise at the affi liated banks, departments responsible for the above three risk categories are separately designated.

Risk 
management 
method

The Group regularly carries out self-assessments with respect to internal control (CSA: Control Self Assessment) and measurement of operational risk 
to adequately identify and assess the risk from both qualitative and quantitative aspects. On this basis, the Group develops measures for preventing 
such risk from materializing, action plans in the event it does materialize, and recurrence prevention measures based on the analysis of its causal fac-
tors, in an effort to mitigate risk. Risk mitigation measures developed through the above exercise are tested for its effectiveness, as part of the process 
for review and improvement thereof.

Funding Risk

Defi nition Risk that the Group incurs losses in a situation where it becomes impossible to secure necessary funds or becomes obligatory to raise funds at interest 
rates signifi cantly higher than usual.

Basic policy

• Adequate funding risk management is in place, commensurate with the Group’s strategic goals as well as the scale, characteristics, and risk profi le of 
business activities to ensure the soundness and adequacy of business activities, in accordance with established basic policies on Group-wide funding 
risk management.

• Our affi liated banks also engage in funding risk management in accordance with risk management policies established on the basis of the aforemen-
tioned basic policy.

Risk 
management 
system

• The Risk Management Department is designated as a department responsible for funding risk management at SuMi TRUST Holdings and engages in 
monitoring and analysis of funding risk status across the Group. The department also provides supervision and guidance to affi liated banks.

• At our affi liated banks, an adequate funding risk management framework is in place, where the independence of the department responsible for 
funding risk management from the departments responsible for funding management and the trading/marketing departments is ensured to achieve 
effective checks and balances between them.

Risk 
management 
method

We adequately grasp the current degree of tightness of funding under the stipulated classifi cation, based on analysis of information collected from do-
mestic and overseas sources. We conduct funding operations in compliance with adequate predetermined limits in order to avoid funding risk and carry 
out stress testing to develop contingency plans, thus ensuring crisis preparedness.

Market Risk

Defi nition
Risk that the Group incurs losses due to fl uctuations in the value of assets/liabilities (including off-balance sheet assets/liabilities), or in the earnings generated from 
assets/liabilities, due to fl uctuations in various market risk factors, such as interest rates, foreign exchange rates, stocks, commodities, and credit spreads. Of this, 
“market liquidity risk” in particular means risk that the Group incurs losses caused in a situation where it becomes impossible to conduct transactions in the market or 
becomes obligatory to trade at prices much more disadvantageous than usual due to market turmoil.

Basic policy

• Adequate market risk management is in place, commensurate with the Group’s strategic goals as well as the scale, characteristics, and risk profi le of 
business activities, to ensure the soundness and adequacy of business activities, in accordance with established basic policies on Group-wide market 
risk management.

• Our affi liated banks also engage in market risk management in accordance with risk management policies established on the basis of the aforemen-
tioned basic policy.

Risk 
management 
system

• The Risk Management Department is designated as a department responsible for market risk management at SuMi TRUST Holdings and engages in 
monitoring and analysis of market risk status across the Group. The department also provides supervision and guidance to affi liated banks.

• An adequate market risk management framework is in place at our affi liated banks, where the front offi ce (trading/marketing departments), the back 
offi ce (administrative departments), and the middle offi ce (departments responsible for market risk management) are separated to achieve effective 
checks and balances between them.

Risk 
management 
method

Market risk is managed through monitoring and control of the status of conformity to the risk limits established based on risk capital allo-
cated commensurate with the fi nancial strength of each organizational unit, and to the alarm points established to prevent enlargement of loss.
Meanwhile, market risk is measured by VaR (Value at Risk: the maximum amount of loss anticipated within a certain holding period and within a certain 
confi dence interval), while stress testing is carried out to supplement such VaR-based measurement. Interest rate risk in the banking book in terms of 
the outlier criteria under Basel II is managed by regular monitoring. 
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SuMi TRUST Holdings and SuMi TRUST Bank have devel-
oped contingency plans in order to quickly implement emer-
gency response measures in the event of emergencies, such 
as natural disasters, computer system breakdowns and out-
breaks of new infectious diseases. 
 Moreover, regarding important business operations, such 
as fi nancial settlement, SuMi TRUST Holdings and SuMi 
TRUST Bank have developed systems to continue busi-
ness, including BCPs (business continuity plans) and backup 
offi ces. In order to ensure the effectiveness of such systems, 
they periodically conduct exercises and revise BCPs.

 When the crisis is serious and its impact is extensive, caus-
ing serious disruptions to the normal business operations of 
SuMi TRUST Bank and the Group and making it necessary to 
urgently make comprehensive and high-level management 
judgment, the Group will establish an emergency response 
headquarters as a company-wide response organization and 
will quickly implement emergency response measures. 
 In particular, in preparation for the possible occurrence of 
a major earthquake, SuMi TRUST Bank, which has branches 
across Japan, periodically conducts exercises in order to 
make a response that gives consideration to the safety of 

Crisis Management and Business Continuity Plan in Emergencies
Initiatives Conducted by Sumitomo Mitsui Trust Holdings and Sumitomo Mitsui Trust Bank

Business Processing Risk

Defi nition Risk that the Group incurs losses due to inappropriate business procedures arising from executives or employees neglecting to engage in 
proper business activities, or other incidents such as accident or fraud.

Risk management 
method

The IT & Business Process Planning Department is responsible for business processing risk. The Department comprehensively deliberates such risks 
and operational effi ciency issues across businesses. It also promotes the development of systems to ensure effective management of business pro-
cessing risks from a company-wide perspective. Additionally, a department to supervise and instruct business process has been established within 
each business to verify rules they set out and to instruct and train the head offi ce departments and branches on business processing in general.

System Risk

Defi nition Risk that the Group incurs losses due to such reasons as computer system failure, malfunction and defects, as well as the risk that the Group 
incurs losses due to unauthorized use of a computer.

Risk management 
method

The reliability of hardware, software and system operations is being enhanced through measures such as hardware maintenance and securing its 
backup and alternative functions, conducting backups and preparing manuals. Measures are also being taken to ensure the safety of information 
systems and prevent unauthorized access and use. Additionally, a clear notifi cation and response system has been established to minimize the 
impact of malfunctions and disasters on information systems and enable quick recovery and business continuity. This system is complemented by 
the preparation of manuals for back-up measures and recovery procedures and the implementation of operational education and training.

Information Security Risk

Defi nition Risk that the Group incurs losses because information assets are not properly maintained or managed. This includes information leaks, incorrect 
information, an inability to use the information system or misuse of information.

Risk management 
method

Each information asset held has been assigned an importance level according to the degree of damage its leakage, loss, alteration, etc. could 
have on SuMi TRUST Holdings and its customers. Appropriate security measures are being taken. This effort involves determining the methods for 
acquiring, using, managing, storing, internally communicating, taking out and disposing information assets depending on their level of importance.

* For responses to cyber attacks, see page 88.

Legal & Compliance Risk
Defi nition Risk that the Group incurs losses due to uncertain legal aspects of transactions, or due to insuffi cient compliance with laws, regulations, etc.

Risk management 
method

The consistency and compatibility of internal rules and the legality and appropriateness of transactions and business operations are being veri-
fi ed from a legal perspective (through legal checks, etc.).

Human Resource Risk
Defi nition Risk that the Group incurs losses due to personnel and labor management issues, such as unequal or unfair management of personnel and harassment.

Risk management 
method

A management system is in place to deal with personnel and labor management issues such as unfairness and inequality in personnel matters 
and harassment. The system involves internal seminars, interviews and establishing consultation desks.

Event Risk

Defi nition Risk that the Group incurs losses due to external events that impair business, such as natural disasters, crimes such as terrorism, damage to pub-
lic infrastructure that prevents its functioning, the spread of infectious diseases, and the inappropriate use or management of tangible assets.

Risk management 
method

Preventive measures for disasters and their mitigation, crime and safe-driving management are being implemented. Business continuity manage-
ment systems have also been developed. The aim is to deal with a variety of incidents including fi res, crimes, traffi c accidents, natural disasters and 
epidemics that can disrupt operations.

* See below for information on crisis management and business continuity plans (BCP) in the event of disasters.

Reputational Risk

Defi nition Risk that the Group incurs losses as a result of deterioration in reputation for SuMi TRUST Holdings or its subsidiaries, owing to such reasons as 
mass media reports, rumors or speculation.

Risk management 
method

A system is in place to prevent media coverage, rumors and hearsay that threaten to impair the reputation of SuMi TRUST Holdings and its sub-
sidiaries. The system also provides customer care and makes prompt and appropriate public announcements in the event of reputational damage.

Operational Risk Sub-categories
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1. Executives and employees must fully recognize and understand the importance of crisis management and prepare for 
emergencies. At the same time, they must strive to develop their knowledge in normal times so that they can quickly and 
appropriately respond in the event of an emergency.

2. In the event of an emergency, executives and employees must make judgments and take actions based on the following principles:

(1) Securing the safety of life
In the event of an emergency, the top priority must be 
placed on securing the safety of customers, executives and 
employees, and their families. Executives and employees 
must also always give priority to humanitarian considerations 
when taking various emergency response measures.

(2) Protection of Sumitomo Mitsui Trust Bank’s Corporate Assets
By taking disaster prevention and mitigation measures in 
preparation for the possible occurrence of emergencies, 
executives and employees must protect Sumitomo Mitsui Trust 
Bank’s corporate assets in the event of an emergency. They must 
also do their utmost to take risk mitigation measures to guard 
against adverse effects that may disrupt business activities.

(3) Business Continuity and Early Restoration

In the event of an emergency, executives and employees 
must strive to quickly restore and continue priority 
business operations.

(4) Cooperation with Local Communities
In the event of an emergency, executives and employees 
must strive to cooperate with local communities in rescue 
and other local activities.

Code of Conduct for Executives and Employees

Cyber Attacks
Response to Threat of Cyber Attacks
The threat of cyber attacks and the damage they can infl ict 
are growing both in Japan and overseas. SuMi TRUST 
Holdings is engaged in the following activities to protect the 
precious assets of our customers from the attacks.

Improvement of Internal Response Systems in 
Preparation of Cyber Attacks
To respond to cyber attacks, SuMi TRUST Holdings monitors 
computer systems of SuMi TRUST Bank around the clock. In 
addition, SuMi TRUST Holdings has established SuMiTRUST-
CSIRT as an internal organization for gathering information, 
conducting analysis and implementing measures relating to 
cyber attacks, and coordinates with outside expert organiza-
tions to strengthen its management system.

Enhancement of Internet Banking 
Transaction Security
In terms of internet banking, SuMi TRUST Bank offers 
“Rapport,” a type of security software specifi cally for internet 
banking, free of charge to help shield customers’ precious 

deposits from fraudulent transactions.
 SuMi TRUST Holdings will continue to keep abreast of 
other companies’ moves and new technologies and imple-
ment robust security measures so that customers’ transac-
tions remain safe. The measures include the early detection 
and prevention of unauthorized remittances.

Cyber Security

Various cyb
er attacks

Security m
easures

Core banking 
system of 
SuMi TRUST 
Bank

Illicit withdrawals
from customers’ 
deposit accounts

customers and employees and to business continuity and 
ensure the effectiveness of the response.
 As for company-wide response, in order to enhance the 
effectiveness of the functions of the emergency response 
headquarters, the Group is strengthening systems for 
information gathering and information coordination, in 
addition to periodically conducting exercises, and it is 
also promoting the enhancement of emergency response 

systems in the Osaka area on the assumption of a disaster 
in the Tokyo area.
 Meanwhile, branches are striving to strengthen response 
capability through periodic exercises and are promoting 
disaster countermeasures in light of the location condition, 
the status of principal facilities and individual branches’ spe-
cifi c circumstances. Branches are also developing a system 
for mutual support among them.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Japan Color 2001 Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 100
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 140
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 140
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 300
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Japan Color 2001 Coated)
  /PDFXOutputConditionIdentifier (JC200103)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
>
    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>
>
    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (Japan Color 2001 Coated)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 0
      /MarksWeight 0.283460
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /JapaneseWithCircle
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [120 120]
  /PageSize [612.000 792.000]
>> setpagedevice


