
The Sumitomo Trust & Banking Co., Ltd. 2004 Annual Report — Risk Management Structure 29

Credit, Market and Liquidity Risk
With respect to credit risk, market risk and liquidity risk, all
of which are classified as quantifiable risks, risk-taking is an
indispensable part of the Bank’s efforts to raise revenues.
Therefore, it is critical to manage risks appropriately and to
allocate the optimal risk exposure for maximizing earnings at
a specified level of risk. 

We continually work to improve the level of our risk
quantification and management system. We employ Value at
Risk (VaR) measurements to quantify different types of risks
in a consistent manner and to pinpoint the total amount of
risk. We have been employing Shareholder Value Added
(SVA)* as an advanced management yardstick to monitor the
return of each business group at a given risk exposure and
identify the optimal allocation of risk exposure. 

* SVA (Shareholder Value Added) = Net Business Profit – Capital Costs (gains that

investors expect in return for investment risk). SVA exceeding zero indicates that posi-

tive shareholders’ value is generated.

Management of Operational Risk
Operational risk is defined as the risk of losses incurred from
inappropriate or non-functioning internal processes, actions
by personnel, or computer systems, as well as losses stemming
from external phenomena. Generally, these consist of compli-
ance and legal risk, business processing risk, information secu-
rity risk, and event risk. The primary purpose behind the
management of operational risk is to minimize the aforemen-
tioned risks impacting on profits negatively and maintain the
customers’ trust while carrying out business properly in the
financial services as well as in the trust and asset management
services.

Thus, along with promoting the building of an efficient
and effective risk management structure that responds to the
scale and characteristics of the risks involved and centers on the
departments assigned with the task of managing risk, we are
perfecting our internal auditing system and making use of
external auditors.

Taking into consideration the new BIS capital rules
(Basel II) and improved technology for overall risk manage-
ment, we are also actively working to build a system for man-
aging operational risk which features quantified measure-
ments of risks.

OVERVIEW
Business opportunities for financial institutions have
expanded dramatically due to the deregulation and
globalization of financial markets as well as the growing
sophistication of financial technology. However, finan-
cial institutions also face an increasingly diverse and
complicated range of risks. In this environment, ensur-
ing that the risk management structure can effectively
handle these risks has become a central management
issue for financial institutions. We have placed a high
priority on making our risk management more sophisti-
cated and works continually to enhance our structure
for identifying and analyzing various types of risks,
determining the appropriate risk exposure, carrying out
proper management and control measures, and ensur-
ing compliance with all relevant regulations.

Risk Management Structure
Along with deciding upon basic plan for risk management at the
Board of Directors, we have established departments which con-
trol risk by category. These departments consist mainly of the
managerial and administrative sections that were spun off from
the business divisions which are responsible for generating earn-
ings. Specifically, the departments that have been assigned the
task of controlling risk are (1) the Corporate Risk Management
Department, which oversees credit, market, and liquidity risk, as
well as overall operational risk, and (2) the Legal Department,
which is in charge of compliance. This is in addition to those that
cover categories included in operational risk, which are (3) the IT
& Business Processing Department, which is in charge of busi-
ness processing risk as well as information security risk and risk
related to computer system problems and damage to hardware
stemming from accidents and breakdowns, and (4) the Corporate
Administration Department, which covers event risk and infor-
mation security risk related to the leakage of corporate and cus-
tomer data. These departments carry out risk monitoring and
analysis as well as planning and promoting the most appropriate
risk management structure. In addition, the Corporate Planning
Department and Corporate Risk Management Department joint-
ly carry out the functions of managing the various risks on a com-
pany-wide basis. Moreover, the Internal Audit Department veri-
fies the appropriateness and effectiveness of the internal control
system, including the departments in charge of risk management.
The Board of Directors regularly receives reports on the situation
related to the control and management of each type of risk. 

Risk Management Structure



CREDIT RISK
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Credit risk is the risk of partial loss or the complete col-
lapse of the value of assets, including off-balance-sheet
assets, due to factors such as the deterioration of a
borrower’s financial condition. This risk is a natural
accompaniment to the provision of credit, which is the
core function of the banking business. Credit risk can
be said to be the most basic risk related to finance.
We aim for the most efficient and optimal allocation of
our capital through the quantified measurement of risk
while paying close attention to the control of the provi-
sion of credit. In addition to the individual management
of credit risk through the loan screening and self-
assessment, we use portfolio management to reduce
“concentration risk” to diversify and optimize the port-
folio  (i.e., the risk related to providing too much credit
to one client).

Credit Risk Management Structure
We have established a credit risk management structure wherein
the branches and various related Head Office departments coop-
erate closely and cross-examine each other’s credit risk in order to
control credit risk to the fullest possible extent. Specifically, the
branches and departments assume the following roles based on
the credit policies and credit risk management policies formulated
by the Board and the Credit Risk Committee:

1. The branches carry out the appropriate initial assessment and
management of loans based on various internal regulations; 

2. The Credit Supervision Department carries out strict loan
screening, provides appropriate guidance to branches and
conducts complementary assessment of loans; 

3. The Research Department conducts industry analysis and
assigns credit ratings based on quantitative analysis; and

4. The Corporate Risk Management Department manages port-
folios through the measurement of credit risk and monitoring
and also audits self-assessment procedure of loans.

Credit Exposure
We control our credit exposure (i.e., the total amount of credit
provided) by borrower or by group of affiliated firms as a whole,
irrespective of the type of transaction which is exposed to the
credit risk. Off-balance-sheet transactions are monitored on a
current exposure basis (i.e., the actual market value of the credit
amount). In addition to the credit exposure of each counterpar-
ty, we control our credit exposure by country (i.e., the aggregate
amount loaned to borrowers located in the same country) as a
measurement of country risk.

Credit Rating System
We have our own credit rating system which provides basic data on
individual loan assessment and overall credit portfolio manage-
ment. Credit ratings indicate the credit situation of borrowers in
terms of the level of risk they present.  We maintain objectivity in
our credit rating system through the use of statistical methods based
on real data.  It assigns ratings from 1 through 10 to an extremely
wide range of credit recipients, from all corporate borrowers
(including banks) to overseas project finance and structured
finance.  To maintain a sound credit portfolio, we also write off bad
loans and set aside loan loss reserves every fiscal year after assessing
individual loans. The credit rating system and individual loan
assessments are managed in a consistent manner to measure the
level of each borrower’s credit risk appropriately.
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MARKET AND LIQUIDITY RISK

Appropriate Return for Risk
We seek to acquire loan spreads that justify the credit risk
involved as well as to diversify our credit portfolio and to main-
tain and improve our financial strength. We measure profitabil-
ity levels in view of expense ratios and expected loss ratios for
each credit rating, and price individual loans in a manner com-
mensurate with their risk level.

Credit Risk Quantification
Accurately calculating credit risk is extremely important for
financial institutions. With its sophisticated risk analysis sys-
tems, we statistically analyze potential default rates and losses
by simulating 10,000 scenarios based on default rates and
recovery ratio for each credit rating (see chart).

The amount of credit risk measured by us in this way
forms the basis for our distribution of capital to the business
divisions in charge of providing credit.  By regularly monitor-
ing the amount of credit risk in our overall credit portfolio –
both in Japan and overseas – we ensure that we have made an
appropriate distribution of capital and can check on the health
of our business operations. The results of this monitoring are
reported regularly to the Board of Directors and the Credit
Risk Committee.  

Measurements are always carried out using estimates based
on historical data. On the other hand, it is important for us to
supplement our risk measurement efforts by conducting simu-
lations of situations that differ from our projections. These sim-
ulations are called stress tests. We set up several stress scenarios

and conducts simulations to see how much risk each of these
situations presents.  The results of these tests are reported
directly to management.

We continue to apply the results of our quantification of
credit risk and aims to maximize the overall earnings of our cred-
it portfolio while keeping the amount of risk within certain
bounds through diversification.  Furthermore, in order to meas-
ure the amount of credit risk more efficiently, we are expanding
our basic data on default rates and recovery ratio as well as devel-
oping more precise methods of measuring credit risk.

Market risk is the risk of loss caused by a change in the
value of assets and liabilities as a result of market fluc-
tuations. Liquidity risk involves the risk of failure to
obtain necessary funds as well as the risk of failure to
conduct transactions promptly at the appropriate price.

Risk Management Structure
The Board of Directors determines the allocation of capital for
market risk on a semi-annual basis, taking into consideration
our financial strength and the trade-off between risk and return.
We have set up an Asset and Liability Management (ALM)
Committee committed to managing and controlling market-
related risks. We have also appointed upper management,

including directors, as members of the Committee to ensure
prompt decision-making. Based on the market and business
environment, the ALM Committee works to ensure the quality
of our assets and liabilities as well as to maintain stable earnings
by controlling market and liquidity risk on a consolidated basis. 

The Risk Management Process
At the ALM Committee, we decide upon our basic plan for man-
aging and controlling market risks, including risk limits and loss
limits by purpose, risk category, and position, within the frame-
work of the capital earmarked for market risk.

Guided by this basic plan related to market risk, the
Corporate Risk Management Department — which is an inde-
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* The table includes only the market risk for the trading account.

pendent middle office — measures and compiles data on the
amounts of risk and profit/loss. It then reports directly to manage-
ment the extent to which risk limits and loss limits are being
observed. 

In order to ensure the effective management of this type of
risk, we have set up a system of checks and balances among the
middle offices, back offices, and front offices (i.e., market trading).
Moreover, external auditors regularly inspect the appropriateness
of our risk management structure, in addition to the internal
auditing performed by the Internal Audit Department. 

Methods of Risk Measurement
Our market risk management structure employs Value at Risk
(VaR) measurements as a method to assess its exposure to mar-
ket risk. VaR uses historical market volatility data to statistically
determine the maximum expected losses under specific condi-
tions. We have introduced a market risk management system to
measure VaR and, in addition to VaR measurements, are con-
trolling risk by calculating various risk management indices and
carrying out simulations. This system is based on the delta
method using covariance matrices for calculating most types of
market risks, and a historical simulation method for calculating
the nonlinear risk associated with some options transactions.

Market Value
The market risk for our trading activities in fiscal year 2003 is
summarized as follows:
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Back Testing
To verify the accuracy of the risk measurement model, we carry out
back testing by comparing daily-calculated VaR with actual daily
gains and losses or simulated gains and losses within a fixed portfo-
lio. The results of back testing for fiscal year 2002 confirm that our
risk measurement method is accurate, as actual gains and losses were
all within the range estimated by VaR calculations.

Stress Tests
In addition to the management of market risk through VaR measure-
ments, we regularly conduct stress tests that simulate how many losses
will be registered under more-volatile-than-expected situations.  

The Corporate Risk Management Department carries out
appropriate stress tests based on various stress scenarios that it has reg-
ularly witnessed, under different market conditions and changes in
portfolios.  The results are reported directly to the Board of Directors.

Risk Management of Strategic Cross-Shareholding 
We own shares in companies that are strategically important cus-
tomers in order to build long-term strategic relationships with them
(a practice known as strategic cross-shareholding). Although the
objective of cross-shareholding is different from other market-relat-
ed activities, the risk of share price fluctuations must be properly
managed since such transactions are not free from market risk.

Through the market risk management structure, we confirm
whether the amount of cross-shareholdings’ risk we take on is
appropriate against our risk buffer (by assessing the risk associated

with strategic stock investments, analyzing portfolio from a variety
of perspectives, and verifying market liquidity risk).

Management of Liquidity Risk
We have determined a basic plan regarding our liquidity risk.
This plan features the setting of an upper limit on the daily gap in
our cash flow position, as well as a guideline for determining the
amount of funds we will invest and how much we will be able to
procure in the course of the day-to-day management of our cash
position. The basic plan also covers monitoring to ensure that the
cash flow will be managed properly in the future. In addition, we
carefully control our liquidity risk by having drawn up liquidity
contingency plans for times when liquidity is a concern and times
when the liquidity situation is at a danger point.

The Corporate Risk Management Department monitors the
liquidity risk situation and makes regular reports to manage-
ment, including the Board of Directors. 

Settlement Risk
We also work to evaluate settlement risk as a part of credit
risk and liquidity risk, under the assumption that settlement
risk is closely related to these risks. Moreover, we are commit-
ted to reducing foreign exchange settlement risk by partici-
pating in the Continuous Linked Settlement Bank (CLS
Bank), which specializes in multi-currency payment clearing
and settlement services.

COMPLIANCE

Trust banks are engaged in a wide array of activities that
contribute to the stabilization of Japan’s financial sys-
tem, the development of the national economy, and the
enhancement of social welfare through lending as well
as trust and asset management services. Accordingly,
we believe that a strong commitment to compliance is
essential to fulfilling our responsibilities toward society
and maintaining solid public confidence. In April 1998,
we formulated an Ethics Charter outlining the proper
behavior for our management and employees. As stat-
ed in the Ethics Charter, we envision compliance activi-
ties as one of our top management priorities, vowing to
“strictly adhere to all laws, rules and social regulations,”
“respect human rights and ethics and not trespass

against moral law,” and “behave with honesty and fair-
ness.” We work to achieve these goals by strengthening
our compliance structure and implementing various
compliance measures.

Compliance Structure
Our compliance structure is operated mainly by the Board of
Directors, the Compliance Committee, the Legal Department’s
Compliance Office, and the compliance officers. 

Along with checking on the situation related to our compli-
ance structure, the Compliance Committee (committee chair: the
director who is in charge of the Legal Department) investigates
and solves problems concerning compliance and — when neces-
sary — makes reports and gives advice to the Board of Directors
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OPERATIONAL RISK

regarding how to deal with the problems.
The Legal Department’s Compliance Office acts as the busi-

ness office of the Compliance Committee and is in charge of plan-
ning and promotion related to the compliance structure. It also
conducts centralized management of compliance-related policies
in cooperation with the related departments.

Furthermore, we have posted compliance officers at our head
office and at all operating branches in Japan and overseas. These
compliance officers work to ensure compliance at each of their
respective branches and serve as a liaison with employees and a
contact representative with the Compliance Office. We have also
established a Compliance Hotline through which employees can
make direct reports to management

Compliance Measures
1) Compliance Standards
We have a Compliance Standards manual that contains the fun-
damental policies that all employees must be familiar with to
carry out their daily business activities in conformity with all
relevant regulations.
2) Compliance Program
Our Compliance Program provides an annual plan for compli-
ance measures.
3) Double Layer Compliance System
Primary compliance checks are made at all domestic and over-

seas branches by the appointed compliance officers. Further
compliance checks are made by the Internal Audit Department.
4) Compliance Training
We have allocated sufficient time for explaining compliance-
related issues during our official employee training sessions.
Branches are also encouraged to educate their employees about
compliance-related issues during their voluntary training ses-
sions. To conduct appropriate solicitation and sales activities of
financial products from the customer’s point of view, we have
established and disclosed “Promises to our customers,” our
solicitation guideline. We also educate employees on necessary
regulations and provides training.

1. Operational Risk Management
Operational risk is defined as “the risk of loss resulting from inade-
quate or failed internal processes, people and systems or from external
events.”  Generally, these are compliance and legal risk, business
processing risk, information security risk, and event risk.

Under the new BIS capital rules which were announced in
June 2004, banks will need to hold capital that is proportionate
to their operational risk. Banks will also be required to use more
sophisticated technology to manage their credit risk, market
risk, and overall risk.

We are working to build an operational risk management
structure throughout the organization based on these new rules.
Specifically, we are strengthening our management of opera-
tional risk and dealing flexibly and comprehensively with issues
related to improving the efficiency of our operations. We have
also established an Operational Risk Management Committee

which studies specific plans. In addition, the various depart-
ments in charge of managing different types of risk, including
operational risk, are planning and promoting risk management
stances that are appropriate for the scale and characteristics of
the risk involved. In conjunction with the Corporate Risk
Management Department which oversees overall operational
risk, these departments are promoting operational risk manage-
ment activities on a company-wide basis, such as carrying out
risk assessments, restoring lost and damaged databases, and
making quantitative measurements of risk.

2. Business Processing Risk
Business processing risk is the risk of incurring losses as a result
of one of our executives or employees failing to carry out his or
her duties correctly, causing an accident, or committing some
impropriety.
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We are developing a wide range of trust and asset management
businesses, such as pension trusts, investment management, and
a stock transfer agency business, which are meant to coexist
alongside the domestic and overseas banking businesses. These
businesses require a high level of specialization and high quality
clerical work. Thus, we have set up a business planning and
management post at each business division and are promoting
the management of clerical operations that allow the business
divisions to respond to their clients’ needs.  

Because we handle a wide range of businesses, each busi-
ness division carries out its own risk management activities
based on the Office Work Management Rules, which offer the
basic guidelines for controlling business processing risk, and
the Office Work Risk Management Plan, which is drawn up by
the Board of Directors every six months. Moreover, the IT &
Business Processing Department, which is the control center
for company-wide business processing risk, watches over and
supervises the business processing risk management of each
business division, and works to improve their risk manage-
ment. It also makes regular reports regarding the risk manage-
ment situation to the Board of Directors and other members of
the executive team.    

In addition, with the aim of strengthening our clerical abili-
ties, we are adopting stricter assignments of authority and rules
regarding office work procedures, concentrating computer sys-
tems and office work, improving the level of our staff members
through training, and improving the checks and balances pro-
vided by internal investigations.

Moreover, in cases where we contract our office work to an
outside party, we select the company to which we consign the
work from an overall perspective, including (1) the consignee’s
internal management system, (2) its degree of reliability, (3) its
quality and technological abilities, (4) its system for controlling
information security, and (5) its measures for handling break-
downs and accidents.  After the consignee begins the work, we
endeavor to maintain and improve its quality and prevent the
leakage of client information, through measures such as periodic
inspections of the situation at the consignee to confirm that
there are no problems.

Along with these activities directed at strengthening our
clerical abilities and improving quality, we are working hard to
fortify our internal control system aimed at achieving the most
exact risk management, as well as to improve our reliability
from the customer’s perspective.

3. Information Security Risk
Information security risk is the risk that we or our customers
will incur losses as a result of the improper use of information
assets or information systems which are useful to us and our
customers, or as a result of a disaster or breakdown. These risks
include computer system risk and information risk.

We have decided upon some rules for controlling informa-
tion security (i.e., an information security policy). These rules
represent a basic information security management plan which
is designed to secure, maintain, and improve the safety of its
computer systems and their reliability. We have also determined
some standards for the specific observance of this policy. In this
way, we are working to perfect our stance towards the manage-
ment of computer system risk.

Computer systems have become indispensable as a result of
the rapid development of information technology (IT), and there
is the concern that if our computer system breaks down or an
unforeseen disaster occurs, the situation will be severe, with the
disruption in services to customers and improper use or erro-
neous actions having far reaching effects. Thus, in addition to
conducting sufficient testing in the development of computer
systems and working to prevent the occurrence of breakdowns,
the management team regularly looks at how the development of
important computer systems is progressing. Moreover, in order
to minimize the impact in the event that a breakdown occurs, we
have prepared a double system infrastructure, built a backup sys-
tem, and designed a plan for dealing with emergencies (i.e., a
contingency plan). Along with having adopted measures to han-
dle situations that occur in the course of our daily operations, we
have also established a management system wherein we monitor
the risk situation and, when problems are discovered, follow the
procedures and deal with the problems quickly.  

We are also improving convenience for our customers with
the use of open networks such as the Internet. On the other
hand, because new risks have appeared such as threats to cus-
tomer privacy and the exposure of sensitive internal information
as a result of illegal access from the outside, we are working to
ensure security by vigilantly watching around the clock for any
such attacks and through frequent improvements to our com-
puter systems.

Furthermore, we are continuously providing education and
information to all of our employees and executives in order to
make them aware of the necessity of managing information
security on a company-wide basis.



Sumitomo Trust Risk Management System Outline (As of July 1, 2004)
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